1551: Communications Templates

Model Content Revised Date: 8/31/20235/15/2023
 
FACILITY EVENT SCENARIO
Situation: An incident has occurred at or near a credit union’s branch, forcing the closure of this location.
Sample Message to Members (Issue has Occurred)
At approximately {time of event}, {briefly describe event – i.e., a vehicle accident occurred, blocking entrance to our location; or a watermain broke/pipe burst, causing water damage to our building}. Due to this situation, we will be temporarily closing our {branch name or town} branch location. We anticipate re-opening the branch {insert date/time}.
We know you depend on us for your financial needs, and we apologize if this closure has a negative impact on you. Fortunately, we are well-prepared to operate under unique circumstances and you can rest assured you will continue to have reliable access to your accounts. We can serve you remotely through our secure and convenient online banking and mobile app. You also can visit us at one of our other branch locations in {insert location names} or (if applicable) participate in Shared Branching. There are over {number of branches} branches around the state that participate in Shared Branching where you can manage your money. 
For additional assistance with your accounts or for help setting up online or mobile banking, please reach out to our Member Service Center at {insert phone #} and one of our friendly representatives will take care of your needs. 
Thank you for your understanding. We will provide updates on our website and on social media when this branch location re-opens.
 
Sample Message to Members (Issue Resolved)
We are pleased to inform you that our {branch name or town} branch has re-opened. Thank you for your patience. We look forward to seeing you soon.
 
SYSTEMS EVENT SCENARIO
Situation: An incident has impacted one or more credit union or service provider systems or services.
Sample Message to Members (Issue has Occurred)
Our credit union (if applicable - and other credit unions) are experiencing a service disruption that is affecting {insert services affected <bullet out list if lengthy>}. 
Our technical staff is working with our service provider to restore connectivity as quickly as possible. Services that are not affected by this disruption include {insert services not affected <bullet out list if lengthy>} 
We know you depend on us for your financial needs, and we apologize if this outage is affecting your ability to conduct your business. Our credit union appreciates your patience and support as we work to resolve this issue. We will update you as we have additional information.
 
Sample Message to Members (Issue Resolved)
As of {insert date/time}, all services have been restored. Please know that we have no higher priorities than security, reliability, and service, and we apologize for any inconvenience our service disruption caused.
 
PEOPLE EVENT SCENARIO
Situation: An incident has taken place that is impacting staff ability to show up for work. (i.e., illness, pandemic, resignations, intentional sabotage). This might result in reduced hours, longer wait times, branch closures, etc. 
Sample Message to Members (Issue has Occurred)
Out of an abundance of caution and with the health and wellbeing of our employees and members in mind, we have decided to {insert scenario – i.e., close X branch, reduce hours} due to {insert reason – i.e., staffing shortages, flu outbreak, public safety event in area}. We are tentatively planning to (re-open/return to our standard operating hours) on (insert date); however, we will let you know if that timing changes.  
While it might not be “business as usual” at our branch, you will continue to have reliable access to your accounts. Services such as digital banking, credit and debit cards, checks, ATMs, lending, and electronic payments all remain unchanged. (If applicable – You also can visit us at one of our other branch locations) or (if applicable) participate in Shared Branching. There are over {number of branches} branches around the state that participate in Shared Branching where you can manage your money. 
For assistance with your accounts or for help setting up online or mobile banking, please reach out to our Member Service Center at {insert phone #} and one of our friendly representatives will take care of your needs. Please note, there may be longer than usual wait times, and we appreciate your patience!
We will continue to provide updates on our website and on social media to keep you informed about developments. Thank you for understanding and take care.
 
 
Sample Message to Members (Issue Resolved)
We are pleased to inform you that our (insert town) branch has resumed normal operations. Thank you for your patience. We look forward to seeing you soon.
 
DATA BREACH/COMPROMISECYBER EVENT SCENARIO
Situation: An incident has occurred that has compromised member data, exposing personal member information to fraudsters.

Refer to Section 1657: Cyber Incident Communications Template 
Sample Message to Members (Issue has Occurred)
On {date}, we learned our credit union experienced a security breach. After a thorough investigation, we learned that the breach was caused by {X-i.e., ransomware, brute force attack, human error}. Unfortunately, during this event, some credit union data was compromised and your {X-i.e. social security or account number, birthdate, etc.} may have been exposed.
Safeguarding your personal and financial information is our highest priority and we know this incident lets you down. We are sorry for the stress and inconvenience this causes you. Member satisfaction is at the core of everything we do, and we are taking steps to prevent something like this from happening again. 
Effective immediately, we are implementing security upgrades that will strengthen our infrastructure and enhance our firewall systems. {Insert additional information as needed}. These investments will provide another layer of security to better protect our credit union, and more importantly—you, in the future. (If applicable - We’ll also be providing additional security training to our staff.)
If applicable - Our credit union would like to offer you {insert months} of complementary identity theft and credit monitoring. We {insert if using the first sentence: also} recommend you take the following steps to prevent anyone from using your personal and/or account information:
· Place a fraud alert on your credit report by notifying the three national credit reporting bureaus (Experian, Equifax, and TransUnion). In addition, you can freeze your credit with these reporting bureaus to prevent anyone from opening a line of credit without your authorization).
 
· Periodically obtain copies of your credit reports to check for any fraudulent activity and (if discovered) have it removed. You can request these reports free of charge on an annual basis through the credit bureaus. 
 
· Change passwords and PINs for all of your accounts and change them regularly. Keep in mind that secure passwords often contain a combination of letters, numbers, and special characters.
· As an extra security step, add two-factor authentication where possible.
 
· Monitor your accounts closely for the next 12-24 months and immediately report any suspicious activity to us.
 
· Visit the Federal Trade Commission site (HYPERLINK "http://www.ftc.gov/" \t "_blank"www.ftc.gov) for guidance on how you can protect against identity theft and how to report any incidents of identity theft should they occur. Alternatively, you can call the FTC directly at (202) 326-2222.
 
· Do not share your account information or social security number. Our credit union will never contact you by phone, email, or text with a request for this information; neither will other financial institutions or credit card companies. If you receive a request like this, chances are it’s fraud!
We understand you may have questions and our friendly member service team stands ready to answer them. If applicable - We have established a dedicated line for calls relating to this incident, at (insert #). You also are welcome to stop by one of branches to discuss this matter during normal business hours, Monday – (Friday/Saturday) {insert time}.
We are determined to make this right and again apologize for what happened. Thank you for trusting in our credit union. 
 
DRAFT EMERGENCY DECLARATION/STATEMENT (FOR MEDIA) 
Brief/generic statement to be tailored for specific event
Due to {insert issue information}, our credit union is executing its business continuity/disaster recovery plans. Our credit union prepares for events like these, and fortunately, we are well positioned to respond to the situation safely and responsibly. 
Member accounts are secure, but the following credit union services are impacted: {insert services affected <bullet out list if lengthy>}. 

(If applicable - We have established a designated line for members to call with questions.) Media inquiries can be directed to {contact information}. We also will provide regular updates on our website and social media accounts to keep our members and the public informed. 
Our credit union appreciates everyone’s patience and understanding during this challenge.

